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THE ART OF AVOIDING A 

PHISHING ATTACK



Phishing attacks have been targeting unsuspecting 
victims for many years. Each year, the number of 
phishing attempts continues to grow, becoming 
more sophisticated and harmful as hackers get more 
creative in their attacks. The impact of a successful 
phishing attack can not only affect the victim, but can 
also be detrimental to a company’s network, data and 
reputation. Phishing attacks can be avoided and stopped, 
if you have the right practices and solutions in place. 
 

HOW PHISHING STARTED
Phishing is the fraudulent practice of sending emails 
purporting to be from reputable companies in order to 
induce individuals to reveal personal information, such 
as passwords and credit card numbers. The first recorded 
phishing scam was in 1995 with AOHell, a Windows 
application that hacked the popular internet browser 
AOL, to steal passwords and financial details from AOL 
users.1 Hackers would pose as AOL employees and trick 
unsuspecting victims into revealing their private data 
through emails and instant messaging. As a phishing 
scam had never been seen before, users had no reason to 
suspect anything was wrong.

Gaining access to a person's password and financial 
information is still a key attack vector for hackers today. 
But hackers soon evolved to target online payment 
systems. In 2001, the first known online payment 
systems attack was on E-Gold, where hackers targeted 
the e-gold mailing list. While this attack was ultimately 
unsuccessful, in 2003, the hackers had their eyes on 
larger targets and started registering spoofed domain 
names for companies like eBay and PayPal. The hackers 
then sent out phishing emails to eBay and PayPal 

customers, which led them to the spoofed sites, where 
they entered in their credit card information and other 
personal information.2 Since then, phishing scams have 
increased year over year, resulting in billions of dollars 
lost and hundreds of thousands of companies’ data 
compromised. 
 
RECENT STATISTICS
Hackers continue to use phishing attacks as a top 
choice for infiltrating a network, often using it in 
combination with other attacks, like backdoor malware 
and ransomware. Here are some recent statistics to 
understand the impact a phishing attack could have on 
your business.

 Phishing, as well as pretexting and similar attack types,  
 make up 93% of all social breaches.3

 While only 4% of people click on phishing scams, the  
 average cost for a mid-sized company who falls  
 victim to phishing is $1.6 million, which could put an  
 organization out of business.4

 83% of infosec pros experienced phishing attacks in  
 2018, an increase from 76% in 2017.5

 50% of phishing sites now use HTTPS encryption, a  
 900% increase since 2016.6

 49% of malware is installed via email, often through  
 phishing emails.7

These statistics prove that phishing is an ever-
evolving attack method for hackers. Organizations, 
especially smaller ones who may lack a comprehensive 
cybersecurity strategy, need to take a proactive 
approach to protecting their networks and employees. 
 
THE REAL TRUTH FOR SMBS
Small and medium businesses are at more risk for 
phishing attacks, as they often lack the security solutions 
and IT expertise to prevent attacks and train employees. 
According to a 2018 survey, almost 40% of SMBs have 
experienced a cyber attack, with malware and phishing 
as the main culprits. Phishing attacks are often the first 
attack vector for hackers, with malware, ransomware 
or another persistent attack the ultimate goal once 
the victim clicks on the bait. While large breaches are 
the ones that make the headlines, we are seeing more 
and more small businesses, especially small local 
government offices being targeted. 74% of breaches in 
the public sector are initiated by phishing emails.8 The 
public sector faces similar challenges as SMBs, as the 
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local state/municipal offices often do not have the funds 
or IT expertise to adequately protect their networks and 
train employees. 
 
TAKE A STAND AGAINST PHISHING
Organizations of all sizes can take proactive and cost-
effective steps to secure their networks and stay a step 
ahead of hackers.

 Educate employees - Employees are the ones being  
 targeted by phishing attacks, so it is important that  
 they know what to look for and avoid clicking on a  
 tempting offer. Hackers are getting more  
 sophisticated, so it is crucial to consistently train  
 employees on new techniques.

 Always accept software updates - Updates  
 contain security enhancements and patches that fix  
 vulnerabilities in the software. It is important to keep  
 all devices up to date.

 Separate mobile devices and guests to a different  
 network - Mobile devices and guests should never have  
 access to the main corporate network. By separating  
 them, the corporate network can stay secure if one of  
 those devices is compromised.

 Invest in an antivirus/spam filter and next-generation  
 firewall - These solutions can catch and stop phishing  
 scams and malware before they ever reach an  
 employees inbox. A next-generation firewall solution,  
 like Untangle NG Firewall, protects your network at the  
 gateway, ensuring all endpoints are protected. 
 
Phishing attacks are not slowing down anytime soon, so 
it is time for businesses, particularly SMBs, to get smart 
about protecting their network and employees from 
falling victim.
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Untangle NG Firewall offers 
small and medium businesses 
enterprise-grade network 
protection to block spam and 
phishing attempts, as well as 
viruses and other malware threats. 
Contact us today to learn more.

Untangle, Inc. 
25 Metro Drive, Ste. 210 
San Jose, CA 95110 
www.untangle.com

ABOUT US
Untangle is the most trusted name in solutions 
specifically designed to help small-to-medium 
businesses and distributed enterprises optimize 
their networks while safeguarding their data 
and devices. Untangle’s Network Security 
Framework provides cloud-managed security 
and connectivity options that work together 
seamlessly to ensure protection, monitoring, 
and control across the entire digital attack 
surface from headquarters to the network edge. 
Untangle’s award-winning products are trusted 
by over 40,000 customers and protect millions of 
people and their devices. Untangle is committed 
to bringing open, innovative and interoperable 
solutions to its customers through its rapidly 
growing ecosystem of technology, managed 
services, and distribution partners worldwide. 
Untangle is headquartered in San Jose, California.

For sales information, please contact us by 
phone in the US at +1 (866) 233-2296 or via 
e-mail at sales@untangle.com.
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