
YOUR TRUSTED PROVIDER
ID Agent is trusted by MSPs 
around the world to deliver 

the most validated credential 
exposure data in the marketplace 

and the tools to test, train and 
measure employee knowledge.

GROUP MANAGEMENT
Build, import, and edit groups 
of the target employees to be 

included in phishing simulation 
and training campaigns. Send 

different campaigns to multiple 
groups in one organization.

FLEXIBLE TEMPLATES
Use our pre-loaded email 

templates and landing pages, 
customize them with a WYSIWYG 

editor, or you can upload your 
own text or HTML into the editor.

VIDEO-BASED TRAINING
BullPhish ID provides easy-to-
understand, short and visually 
engaging training videos with 

an online quiz to verify the 
employee’s retention of the 

training content.

GRAPHICAL QBR REPORTING
Graphic-based reports 

help visualize the overall 
cybersecurity posture of 

customers, and include Dark 
Web ID credential compromises 

combined with phishing and 
training campaign results.

STAGGERED PHISHING EMAILS
Schedule campaigns to send 
at random times, to prevent 

employees warning one another 
that they’ve received a phishing 

email. This provides a better 
measurement of employee 

awareness.
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BULLPHISH IDTM  
PHISHING SIMULATION &  
SECURITY AWARENESS TRAINING 
Monitoring the Dark Web for stolen credentials is critical for MSPs 
who want to provide comprehensive security to their customers. 
BullPhish ID complements that data with simulated phishing attacks 
and security awareness training campaigns to educate employees, 
making them the best defense against cybercrime.
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Make the weakest link in the organization 
into the frontline of defense.

BullPhish IDTM by ID Agent

CYBER-ATTACKS ARE BECOMING VERY COMMON
Because employees are the core of any business, they will be the main target for cyber criminals. Making sure 
end-users stay up to date with cyber security knowledge is imperative. The threat landscape is constantly 
evolving, and so should a company’s approach to defense.

Designed for MSPs to Protect Against Human Error.

With BullPhish ID, MSPs can provide a more complete picture of a company’s security posture and 
potential risk, so those employees who may have been the weakest link in the organization can become 
its strongest point of protection.

92.4%
 

of malware is 
delivered via email

90%
  

of security breaches are  
inadvertent, unitentional, and 

caused by human error.

TRAIN AND PHISH EMPLOYEES
Trained and aware employees are the frontline to securing an organization, 
and an effective internal security awareness program will strengthen a 
defensive program.

Security awareness training and phishing simulations go hand in hand. 
Phishing has become very sophisticated and almost undetectable, as criminals 
have found ways to make their emails as realistic as possible. Phishing 
simulations test employees on how they would respond to a real-life phishing 
attack. You can track which employees have clicked on the phishing email, 
who has given away their password and who has ignored the email.

VISUALIZE THE BIGGER PICTURE
Alongside Dark Web exposure data provided by Dark Web ID™, MSPs 
now have an integrated platform to discover where employees’ exposure 
indicates the need for training. Once a learning gap is detected, deliver 
interactive educational videos to the most susceptible users. Simulated 
phishing tests augment the video-based training, all focused on end-user 
security awareness. You can then monitor ongoing progress and visualize 
metrics at the organization level, to demonstrate your customers’ overall 
security posture.


